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Introduction 
  
  
This manual has been designed to help students and constructors to construct a garage door 

controller using the Raspberry PI. The principle hardware required this project consists of the 

following components: 

 A Raspberry PI computer 

 Two proximity reed switches and cable 

 A five volt relay with +3.3 volt input 

 A Ciseco slice of PI interface board or similar protoyping board 

 The Apache 2 web server 

 The ggpiod_1.2_armhf.deb controller software package 

 The garage-web_1.2_armhf.deb web interface package 

Note that this project is suitable for garage doors which use a simple push button switch to open and 

close the door. If the garage door relies on a switch with an open and closed set of contacts both the 

code and this design will require amendment.  

Raspberry PI computer 
The Raspberry Pi is a credit-card-sized single-board computer developed in the United Kingdom by 

the Raspberry Pi Foundation with the intention of promoting the teaching of basic computer science 

in schools.   

 

Figure 1 Raspberry PI Computer (original) 

More information on the Raspberry PI computer may be found here: 
http://en.wikipedia.org/wiki/Raspberry_Pi  
 
If you are new to the Raspberry PI try the following beginners guide. http://elinux.org/RPi_Beginners 
 
  

http://en.wikipedia.org/wiki/Raspberry_Pi_Foundation
http://en.wikipedia.org/wiki/Raspberry_Pi
http://elinux.org/RPi_Beginners
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Overview 

Operation 
The original  hardware used for the garage door controller was the Ciseco five volt relay card.  

However this has been discontinued by Ciseco however there are plenty of alternatives available.  

The software consists of a small Python program called ggpiod.py which runs a daemon in the 

background.  The garage door is operated via a web interface powered by the Apache 2 web server. 

Two CGI scripts communicate with the GGPIOD daemon to command it to open and close the garage 

door.  

Construction 

 
Figure 2 Ciseco five volt relay board (discontinued) 

 

 The Ciseco relay board requires a five volt 
supply. It is supplied as an easy to build kit. 
Ciseco claim that it will operate with just 3.3 
volts but this proved to be unreliable as the 
contacts didn’t always close properly. The 
board itself shows the voltage as 5 volts. The 
single input operates a 73 milliampere relay 
which has a normally open and normally 
closed connection. Its dimensions are 50mm 
long x 26mm wide x 19mm high. 

 
Figure 3 Relay unit mounted on the Raspberry PI 

 Construction was done using the Ciseco Slice 
of PI interface board. The relay board is stuck 
onto the Slice of PI using double sided sticky 
tabs or tape. The interface shown here is 
incomplete as the switch inputs have not yet 
been wired up yet. The whole relay unit then 
plugs directly into the GPIO header on the 
Raspberry PI.  

   
 

 
Figure 4 Alternative 5 volt relay 

  
Since the original Ciseco Relay is no 
longer available use a suitable alternative. 
The one on the left has a similar 
specification to the Ciseco relay. It can 
operate using a 3.3 volt signal from the 
Raspberry PI radio. The same 
construction method can be used as 
shown above. 

http://www.hobbytronics.co.uk/image/cache/data/dealextreme/10a-relay-board-500x500.jpg
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Figure 5 Garage controller internals 

 This picture shows the completed unit 
housed in a plastic case. The relay board has 
the switch inputs wired on the right hand side 
of the relay interface board. There are two 
small round Perspex windows to observe the 
Raspberry PI LEDs and the Relay board LED. 
 
The unit is using a WiFi dongle but can also 
be connected to the home network using 
network cable. 

   

 
Figure 6 Garage Controller completed unit 

 This illustration shows the unit mounted on 
the garage wall. The red button s on the left 
is an extra manual button to open and close 
the door. The Enable/Disable switch simply 
isolates the relay from the door operation 
input terminals. This allows the unit to be 
tested without continually opening and 
closing the door. 

   

 
Figure 7 Garage controller door reed switches 

 This picture shows the reed switch and 
magnet as typically used in home security 
systems. Here the garage door is in the open 
position. There is a second reed switch for 
the door closed position. Using the two 
switches it is possible to determine the 
position of the door as shown in the following 
table: 
 
Table 1 Door switch states 

Closed switch Open switch Meaning 

Closed Open Door closed 

Open Open In transition 

Open Closed Door open 
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Wiring 
The following table shows the wiring for the Garage Controller. 
 
Table 2 Wiring List 

GPIO PI Name BCM2835 Garage Door  Software Name 

1 3V3  Reed switch input  

2 5V0  Relay board power  

3 SDA0 GPIO0   

4 Reserved    

5 SCL0 GPIO1   

6 GND  0 Volts (Ground)  

7 GPIO7 GPIO4 Door closed reed switch CLOSED_SWITCH 

8 TXD GPIO14   

9 Reserved    

10 RXD GPIO15   

11 GPIO0 GPIO17   

12 GPIO1 GPIO18 Relay close signal RELAY 

13 GPIO2 GPIO27   

14 Reserved    

15 GPIO3 GPIO22 Door open reed switch OPEN_SWITCH 

16 GPIO4 GPIO23   

17 DNC    

18 GPIO5 GPIO24 Held high +3v ENABLE (NOT USED) 

19 SPI_MOSI GPIO10   

20 Reserved    

21 SPI_MISO GPIO9   

22 GPIO6 GPIO25   

23 SPI_SCLK GPIO11   

24 SPI_CE0_N GPIO8   

25 Reserved    

26 SPI_CE1_N GPIO7   

 

 

Note: On rev 1 boards GPIO27 is GPIO21 (Not used in this project). In this project the 
BCM2835 names are used. GPIO24 (Pin 18) is not used in this version and will probably 
be used to detect an enable/disable switch in future versions.  

 
Figure 8 Relay board circuit diagram 

 
The diagram on the left shows the circuit of a 
typical 5 volt relay card with a signal input. In this 
case the signal comes from GPIO18 (physical pin 
12) on the raspberry PI.   
 
The transistor is a 2N2222 NPN or similar. Other 
relay boards may have a different circuit but work 
the same, namely a positive signal switches on the 
transistor which energises the relay to operate the 
contacts. 
 
If building your own circuit it is a good idea to put a 
1K resistor in line with the signal.  

 

http://www.google.nl/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjHo5m04o_UAhUCb1AKHTIVD50QjRwIBw&url=http://www.electro-tech-online.com/threads/small-relay-and-transistor-circuit-trigger-at-1v.41296/&psig=AFQjCNEHSWVA3YKT9ixb5B8iT2DRIUdsVg&ust=1495963960317684
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Parts list  
Table 3 Parts list 

Qty   Part   Supplier 
1    Raspberry Pi Computer    Farnell Element 14  

1   8GByte SD Card    Any PC or Photographic supplier  

1  Five volt relay  Hobbytronics or other 

1    ModMyPi Slice of Pi *   Ciseco PLC  

1  Push to make button  Any electronics shop 

1  Two pole two way switch  Any electronics shop 

2  Reed home security reed switches  Any good hardware store 

1  Plastic case  Any electronics shop 

  Double sided sticky pads  Any hardware shop 

    Shrink wrap     Any electronics shop  

    Thin wire  for PCB wiring    Any electronics shop  

GPIO Hardware Notes 
 
The following diagram shows the pin outs for the GPIO pins. For more information see: 
http://elinux.org/RPi_Low-level_peripherals 
 

 

Figure 9 Raspberry Pi GPIO headers 

 Note: On revision 1 boards (The original Raspberry Pi) physical pin 13 is GPIO21. However 

pin 13 is not used in this project. 

 

http://uk.farnell.com/
http://shop.ciseco.co.uk/
http://elinux.org/RPi_Low-level_peripherals
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Software installation 

Conventions used in this tutorial 
Installation of the ggpiod program requires you to enter lines at the command line prompt. This 

requires you to log into the Raspberry PI as user ‘pi’.  The default password is raspberry. 

Raspberrypi login: pi 

Password: raspberry 

pi@raspberrypi:~$ Last login: Sun Apr  6 10:18:18 2014 from 192.168.2.100 

pi@raspberrypi:~$ 

 
The prompt line is displayed ending with a $ sign.  The pi@raspberrypi:~ string means user ‘pi’ on 
host machine called ‘raspberrypi’. The ~ character means the user ‘pi’ home directory (/home/pi).   
In this tutorial if you are required to do something as user pi then only the $ sign will be shown 
followed by the command as shown in the example below: 

$ sudo service ggpiod status 

 
Some of the commands may need to be carried out as user ‘root’. To become root user type in the 
‘sudo bash’ command: 

$ sudo bash 

root@raspberrypi:/home/pi# 

 
Again the prompt shows the username, hostname and current working directory. However only the 
#  followed by the required command will be shown in this tutorial. For example: 

# apt-get install apache2-utils 

 
Command substitution takes the form of <substitution>. For example: 

# service ggpiod <command> 

In this case the <command> string must be substituted with a valid command such as stop or start. 

# service ggpiod stop 

 

SD card creation 
Create an SD card running the latest version of Raspian Jessie. This can be downloaded from 
http://www.raspberrypi.org/downloads. See note called “Raw images” on this page for instructions 
on how to install the Raspian Wheezy operating system software. 
  

http://www.raspberrypi.org/downloads
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Install the Apache web server 
Install Apache the web server. Make sure that the system is up to date with the following command 
otherwise installation of Apache will fail. 

$ sudo apt-get update 

 
Now install Apache and the PHP libraries for Apache as user root. 

$ sudo apt-get install apache2 php5 libapache2-mod-php5 libapache2-mod-

python 

 
This will take some time. If the above fails run the following command and re-run the installation: 

# apt-get -f install 

Test the Apache web browser  
Point your web browser at the IP address of the Raspberry PI. For example:  http://192.168.2.51. 

You should see the following display. 

 

 
 
 



Bob Rathbone |Raspberry PI Garage Controller Software installation 12 

 

Enable Python CGI scripts 
 
Enable python scripting 

$ cd /etc/apache2/ 

$ sudo cp mods-available/cgi.load mods-enabled/. 

 
 

Download the garage software 
Log into the Raspberry PI as user PI. Download the packages ggpiod_1.2_armhf.deb and garage-

web_1.2_armhf.deb to the pi home directory from the following link: 

http://www.bobrathbone.com/raspberrypi_garage_door.htm  

This is most easily done with the following commands: 

$ wget http://www.bobrathbone.com/raspberrypi/packages/ggpiod_1.2_armhf.deb   

$ wget http://www.bobrathbone.com/raspberrypi/packages/garage-web_1.2_armhf.deb  

 

Install the garage software 
Install the software to operate the garage which comes in the package called 
ggpiod_1.2_armhf.deb. This is done using the dpkg command. 

$ sudo dpkg -i ggpiod_1.2_armhf.deb 

 
Now install the web software from the garage-web_1.2_armhf.deb package. This installs the pages 
for the Garage Controller interface.  

$ sudo dpkg -i garage-web_1.2_armhf.deb 

 

==> File on system created by you or by a script. 

 ==> File also in package provided by package maintainer. 

   What would you like to do about it ?  Your options are: 

    Y or I  : install the package maintainer's version 

    N or O  : keep your currently-installed version 

      D     : show the differences between the versions 

      Z     : start a shell to examine the situation 

 The default action is to keep your current version. 

*** rc.local (Y/I/N/O/D/Z) [default=N] ? Y 

Answer Y to the above question. 
  

http://www.bobrathbone.com/raspberrypi_garage_door.htm
http://www.bobrathbone.com/raspberrypi/packages/ggpiod_1.1_armhf.deb
http://www.bobrathbone.com/raspberrypi/packages/garage-web_1.2_armhf.deb
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Now reboot the Raspberry PI to enable the software: 

$ sudo reboot 

 
The main software is installed in the /usr/lib/cgi-bin directory.  

Creating a password  
The command to create a new password file is: 
 

sudo htpasswd -cb  /etc/apache2 /.htaccess <user> <passwd> 
 
The -c flag creates the file. For example to create user fred with password astair: 

$ sudo htpasswd -cb  /etc/apache2/.htaccess fred astair 

 
To add another user to the .htaccess file omit the c flag. 

sudo htpasswd -b  /etc/apache2/.htaccess <user> <passwd> 
 
The above command creates a user fred in cat /etc/apache2/.htpasswd. 

$ cat /etc/apache2/.htpasswd 

fred:$apr1$/fRAuu7/$ZcnW2WPpPB92vOJ.8vaf60 

 
Edit the default site configuration in /etc/apache2/sites-available/000-default.conf 

$ cd /etc/apache2/sites-available 

$ sudo vi 000-default.conf 

 
Add a directory statement to the end of the file just before the </directory> statement 

<VirtualHost *:80> 

 : 

 : 

        # Password protection 

        <directory "/var/www/html"> 

                AuthType Basic 

                AuthName "Enter password" 

                AuthUserFile /etc/apache2/.htpasswd 

                Require valid-user 

        </directory> 

</VirtualHost> 

 
Restart the Apache web server 

$ sudo systemctl daemon-reload 

$ sudo service apache2 restart 
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Configuring the garage door controller 
The garage door controller now uses the /etc/ggpiod.conf configuration file in version 1.2 onwards. 

# Raspberry Pi Garage controller configuration file 

# $Id: ggpiod.conf,v 1.6 2017/05/25 09:25:59 bob Exp $ 

# 

# Author =Bob Rathbone 

# Site   =http://www.bobrathbone.com 

# 

# All numbers are GPIO numbers and NOT physical pins 

[GGPIOD] 

 

# Board revision 1 (Old) or 2 

board_revision=2 

 

# Door switches 

open_switch=4 

closed_switch=22 

 

# Enable switch 

enable_switch=24 

 

# Relay output pin 

relay_output=18 

relay_output_time=2  

 
If using a revision 1 board (Very early Raspberry Pi) then change the board_revision parameter to 1. 
The relay_output_time is in seconds and is the time that the door relay closes. It should not be 
necessary to change it.  
 
The two switch parameters open_switch and closed_switch are the input GPIO numbers (Not 
physical pins) used to detect the garage door position. 
 
Likewise the relay_output is the output GPIO pin for the relay.  The enable_switch is not used in this 
version. 
 
If you wish to use different wiring to the default shown in Table 2 then it is necessary to amend the 
configuration above to reflect the wiring used. 

Changing the web page images 
The images you see display for the pages shown in the web interface are contained in the 

/var/www/html directory. These are garage_door_open.jpg, garage_door_closed.jpg and 

garage_door_transit.jpg. They are all in JPEG format. You can replace these images with your own. 

Make photographs of your garage door in the open, closed and transition states and replace the 

above JPEG files. 
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Operation 

Command line 
When the software is installed it installs a so-called init V startup script called /etc/init.d/ggpiod. 
This automatically starts the ggpiod daemon at boot time. The basic operation is: 
 

service ggpiod <command> 
 
Where <command> is any one of the following: 
 

status – Display the status of the daemon and if running its PID (Process ID) 
start - Start the ggpiod daemon 
stop - Start the ggpiod daemon 
restart – Stop and start the daemon 
open - Close the relay if the open door switch is in the closed state (made) 
close - Close the relay if the closed door switch is in the closed state (made) 
relay - Close the relay irrespective of any door switch states 
version - display the version of the software 

 
An invalid command or help command will display the usage: 

$ service ggpiod help  

Usage: /etc/init.d/ggpiod {start|stop|restart|status|open|close|relay|version} 

Most commands require to be carried out as sudo or user root: 

$ service ggpiod restart 

[Errno 1] Operation not permitted 

$ sudo service ggpiod restart 

 
Displaying the version and status: 

$ sudo service ggpiod version 

Version 1.2 

$ sudo service ggpiod status 

● ggpiod.service - Garage door daemon 

   Loaded: loaded (/etc/init.d/ggpiod; enabled) 

   Active: active (running) since Wed 2017-05-24 08:17:26 CEST; 24h ago 

 Main PID: 713 (ggpiod) 

   CGroup: /system.slice/ggpiod.service 

           ├─713 /bin/sh /etc/init.d/ggpiod nodaemon 

           └─725 python /usr/lib/cgi-bin/ggpiod.py nodaemon 

 

May 24 08:17:26 garage systemd[1]: Started Garage door daemon. 

May 24 08:17:32 garage systemd[1]: Started Garage door daemon. 

Test program 
A test program called test_relay.py in /usr/bin is provided to check the switch and relay wiring. 

$ sudo ./test_relay.py  

Closed switch = 1 , Open switch = 0 

Door relay on 

Door relay off 

^C 
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Exit 

This also displays the state of the door switches. In the above example the door is closed.  
 

Note that this program uses the default configuration. Amend the GPIO numbers in the 
program if using different wiring.  

Web browser 
The door is normally operated using a web browser. You will therefore need a connection to the 
local network. You will need to know the IP address of the Raspberry PI being used for the Garage 
Controller. 

Discovering the IP address of the Garage Controller 

This can usually be done by attaching a display to the Raspberry PI or by examining the DHCP leases 
of your home router. 

Start the garage controller web interface 
Point your web browser at the IP address of the Raspberry PI. For example:  http://192.168.2.70 . 
You should see the following display: 
 

 
Figure 10 Entering access password 

 
Enter the username fred with the password astair all in lower-case or whatever user credentials you 
have created. The following screen will be displayed: 

http://192.168.2.70/
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Figure 11 Garage door controller introduction screen 

 
Click on the Garage door tab. You will see the following web page: 

 
Figure 12 Garage door tab 

Assuming that the door switches are correctly wired you will see a picture of the garage door in the 
closed position. The picture can be replaced with your own – more on this later. Now click the Open 
door button.   Assuming the door operates then a picture of the door in transit will be displayed: 
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Figure 13 Garage door open in transition 

 
You can use your own photos instead of the current image. See Changing the web page images on 
page 14. 
 
The message “Opening garage door is displayed. After a couple of seconds the following screen is 
displayed:  

 
Figure 14 Garage door opening 

 
The door will take something like 15 seconds to open.  
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Figure 15 Garage door opened 

 
Now press the Close door button.  
Again the program shows the door in transition with the message “Closing garage door”: 
 

 
Figure 16 Garage door close in transition 

 
A few seconds later the main screen is displayed showing the door in transition. 
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Figure 17 Garage door closing 

 
Finally the screen showing the door in a closed position is displayed. It is possible with some 
browsers on smart phones and tablets that you may need to press the refresh button on the 
browser. 

 
Figure 18 Garage door closed 
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Displaying the log file 
All movements are logged to a log file called /var/log/ggpiod.log. This can be displayed either by 
logging into the Raspberry PI and displaying this file or by clicking on the “Garage door events log” 
link in the previous screen. This will display the status of the ggpiod daemon and all open and close 
events.  
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Access and Security 
You most likely wish to operate the garage door in the vicinity of your house. This means using a 

WiFi link. See Configuring a wireless adaptor on page 23 for information how to do this.   

However as your Raspberry PI is accessible outside your house there are a number of things you 

should do to improve security. 

1. Change the pi user password on your raspberry PI. 

2. Delete the web access user “fred” and create a new one. 

Changing the pi user password 
Log in as user pi and change the password using the passwd command. 

$ passwd 

Changing password for pi. 

(current) UNIX password: <Enter existing password> 

Enter new UNIX password: <Enter new password> 

Retype new UNIX password: <Re-type new password> 

Password changed 

 

Deleting and creating a new user 
Add the new user substituting the <user> and <password> in the following command with the actual 
user name and password to be used. 

$ sudo htpasswd -cb  /etc/apache2/.htaccess <user> <passwd> 

 
Delete user fred 

$ sudo htpasswd -D  /etc/apache2/.htaccess fred 

 
Restart the Apache server or reboot. 
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Configuring a wireless adaptor 
If you wish to configure a wireless adaptor for the Garage Controller instead of a wired network 
connection. Choose a wireless adapter that has been approved for the Raspberry PI.  See the 
following link for approved Raspberry PI peripherals: 
http://elinux.org/RPi_VerifiedPeripherals  

Install the wireless adapter 
Switch off the Raspberry PI and plug in the adaptor into one of the USB ports. Power the PI back on 
and log in. Check to see if your Wireless Adapter has been recognised by running the lsusb 
command. 

pi@raspberrypi:~$ lsusb 

Bus 001 Device 002: ID 0424:9512 Standard Microsystems Corp.  

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub 

Bus 001 Device 003: ID 0424:ec00 Standard Microsystems Corp.  

Bus 001 Device 004: ID 148f:5370 Ralink Technology, Corp. RT5370 Wireless 

Adapter 

The above shows a Ralink (Tenda) wireless adaptor but this will vary depending on the adapter that 
has been installed. 

Configure the adaptor 
The configuration is contained in the /etc/network/interfaces file as shown below 

pi@raspberrypi:~$ cat /etc/network/interfaces  

auto lo 

 

iface lo inet loopback 

iface eth0 inet dhcp 

 

allow-hotplug wlan0 

iface wlan0 inet manual 

wpa-roam /etc/wpa_supplicant/wpa_supplicant.conf 

iface default inet dhcp 

You should not need to change this file. The file to be amended is shown on the line beginning with 
wpa-roam and is /etc/wpa_supplicant/wpa_supplicant.conf. Edit this file. 
It will only contain a couple of lines. 

ctrl_interface=DIR=/var/run/wpa_supplicant GROUP=netdev 

update_config=1 

Add the following after the above lines: 

 network={ 

    ssid="YOUR_SSID" 

    scan_ssid=1 

    psk="YOUR_KEY" 

    proto=RSN 

    key_mgmt=WPA-PSK 

    pairwise=CCMP 

    auth_alg=OPEN 

} 

 Substitute YOUR_SSID and YOUR_KEY with the actual SSID and key for your wireless router. The 
above configuration is for a router using WPA encryption. If your router is using the older WEP 
encryption then you will need to adapt the configuration to use WEP. See next section. 
 

http://elinux.org/RPi_VerifiedPeripherals
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Explanation of the network fields 
 
Field   Description 
ssid   your wifi (SSID) name 
scan_ssid   A value of 1 means broadcast and value of 2 means a hidden SSID (Normally enter 

a value of 1) 

psk   Your WIFI password 

proto   Your choice of RSN or WPA. RSN is WP2 and WPA is WPA1. (most configurations 
are RSN) 

key_mgmt     Either  WPA-PSK or WPA-EAP (pre-shared or enterprise respectively) 

pairwise     Either  CCMP or TKIP ( WPA2 or WPA1 respectively) 

auth_alg      OPEN option is required for WPA and WPA2 (other option, SHARED & LEAP)  

 
The only problem with the above configuration is that the psk key is in plain text and can be read by 
anyone who has access to the Raspberry PI. It is possible to increase security by generating a so-
called passphrase with the wpa_passphrase command. For example if your ssid is mywlan and the 
WIFI password is abcdef1234 then use the following command to generate the passphrase. 
 

# wpa_passphrase mywlan abcdef1234  

network={ 

        ssid="mywlan" 

        #psk="abcdef1234" 

        psk=53a566e0ccf03ec40b46e6ef4fc48b836e428fb0fd5e0df95187ba96e60ce7ce 

} 

Copy and paste the passphrase into the psk parameter into the 
/etc/wpa_supplicant/wpa_supplicant.conf file. Do not include any quotes around it. 

Operating the wireless interface 
If configured correctly the wireless adapter will start up when the Raspberry PI is rebooted. 

The adaptor can be started and stopped with the following commands: 

root@raspberrypi:/home/pi# ifup wlan0 

and 

root@raspberrypi:/home/pi# ifdown wlan0  

To see what SSIDs are available run the iwlist command as shown in the following example: 

root@raspberrypi:/home/pi# iwlist wlan0 scanning | grep ESSID 

                    ESSID:"mywlan" 

                    ESSID:"VGV751926F4B9" 

                    ESSID:"prime" 

                    ESSID:"Sitecom6A212C" 

 
To display the IP address of the Wireless Adapter run the ip addr command:  

root@raspberrypi:/home/pi# ip addr 

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWN  
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    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00 

    inet 127.0.0.1/8 scope host lo 

2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state 

UP qlen 1000 

    link/ether b8:27:eb:fc:46:15 brd ff:ff:ff:ff:ff:ff 

    inet 192.168.2.11/24 brd 192.168.2.255 scope global eth0 

3: wlan0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP qlen 

1000 

    link/ether c8:3a:35:c8:64:cd brd ff:ff:ff:ff:ff:ff 

    inet 192.168.2.70/24 brd 192.168.2.255 scope global wlan0 

 

Troubleshooting the wireless adapter 
Problem – Starting the wireless adapter gives the following message: 

root@raspberrypi:/home/pi# ifup wlan0 

wpa_supplicant: /sbin/wpa_supplicant daemon failed to start 

run-parts: /etc/network/if-pre-up.d/wpasupplicant exited with return code 1 

Failed to connect to wpa_supplicant - wpa_ctrl_open: No such file or 

directory 

wpa_supplicant: /sbin/wpa_cli daemon failed to start 

run-parts: /etc/network/if-up.d/wpasupplicant exited with return code 1 

This is due to an incorrect /etc/wpa_supplicant/wpa_supplicant.conf file. The problem is due to an 
incorrect configuration. For example a space after the ssid= directive as shown below. 
 

network={ 

    ssid= "homelan" 

    scan_ssid=1 

    psk="d762c954df" 

    proto=RSN 

    key_mgmt=WPA-PSK 

    pairwise=CCMP 

    auth_alg=OPEN 

} 

Solution: Correct the error and run the ifup wlan0 command. 
 
Problem: The following is seen: 

root@raspberrypi:/home/pi# ifup wlan0 

ifup: interface wlan0 already configured  

Solution: This isn’t actually an error. Just run the ifdown wlan0 command and retry the ifup wlan0 
command. It should then work. 
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Configuring access over the internet 

Introduction 
You may wish to access the garage controller over the Internet for whatever reasons, for example 
you wish to operate the door from a remote location. In such a case only general guidance can be 
given here. You will almost certainly be using either an ASDL or cable internet router. In either case 
the user interface on the internet router must allow you to do NAT (Network Address Translation). 
Check your router documentation on how to set up NAT. If your router doesn’t allow it then 
regrettably you will not be able to access the Garage Controller Raspberry PI across the Internet. 
 
Web servers mainly use two ports namely port 80 (http) and port 443 (https) as defaults.   Port 80 is 
insecure in that any passwords and data are transmitted across the Internet in clear text. Port 443 is 
the https port (Hypertext Transmission Protocol Secure). For security reasons this is the port to use. 
  

 Note: Do not use port 80 across the Internet unless you are prepared to accept the security 

risks involved! Always use the https protocol on port 443.  

Security certificate 
One thing that is required for https to work is a CA certificate. These are normally purchased from a 
Certificate Authority (CA). However since only a couple of people at most will access the Raspberry 
PI over the internet and the site is “Trusted” there is no need to go to that expense. To create your 
own security certificate first create a directory for SSL (Secure socket keys). 
 
If not already installed then install Open SSL: 

$ sudo apt-get install openssl 

 
Create a directory to hold the SSL keys: 

$ sudo mkdir -p /etc/apache2/ssl 

 
Create the keys: 

$ sudo openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -out 

/etc/apache2/ssl/server.crt -keyout /etc/apache2/ssl/server.key 

 
This will display:  

Generating a 2048 bit RSA private key 

..............................................+++ 

..........................................................................++

+ 

writing new private key to '/etc/apache2/ssl/server.key' 

----- 

You are about to be asked to enter information that will be incorporated 

into your certificate request. 

What you are about to enter is what is called a Distinguished Name or a DN. 

There are quite a few fields but you can leave some blank 

For some fields there will be a default value, 

If you enter '.', the field will be left blank. 

----- 
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Now enter your details as shown in the following example. 

Country Name (2 letter code) [AU]:NL 

State or Province Name (full name) [Some-State]:Noord Brabant 

Locality Name (eg, city) []:Vlijmen 

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Bob Rathbone 

Computer Consultancy 

Organizational Unit Name (eg, section) []:Consultancy 

Common Name (e.g. server FQDN or YOUR name) []:bobrathbone.com 

Email Address []:bob@bobrathbone.com 

 
The new keys will be found in the  /etc/apache2/ssl directory. 

$ ls -la /etc/apache2/ssl/ 

total 24 

drwxr-xr-x 2 root root 4096 May 26 10:40 . 

drwxr-xr-x 9 root root 4096 May 24 10:53 .. 

-rw-r--r-- 1 root root 1537 May 26 10:40 server.crt 

-rw-r--r-- 1 root root 1704 May 26 10:40 server.key 

Setting up Apache to use port 443 

$ cd /etc/apache2/sites-enabled/ 

 
Edit the 000-default.conf file (Use sudo vi or nano). Add the following lines to the end of the file: 

<VirtualHost *:443> 

        # ServerName example.com 

        DocumentRoot /var/www/html 

        SSLEngine on 

        SSLCertificateFile /etc/apache2/ssl/server.crt 

        SSLCertificateKeyFile /etc/apache2/ssl/server.key 

 

        # Password protection 

        <directory "/var/www/html"> 

                AuthType Basic 

                AuthName "restricted access" 

                AuthUserFile /etc/apache2/.htpasswd 

                Require valid-user 

        </directory> 

</VirtualHost> 

 
Restart the apache web server: 

$ sudo service apache2 restart 

 

Testing the secure web server 
Open your browser and point it at the local IP address of your Raspberry Pi.   
For example:  https://192.168.2.70  however specify https instead of http.  
As the certificate is not “signed” by a Certificate Authority and it will cause a browser to issue a 
warning. This warning may be safely ignored as it is your own trusted site.  
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Figure 19 SSL Security Certificate warning 

Click on the red icon to continue to the web site. The program will continue with the login prompt as 

shown in Figure 10 Entering access password on page 16. 

If you wish to install your own valid CA certificate then either purchase one or create one using the 

openssl package and copy it to /etc/apache2/ssl/  

See the following Wikipedia articles for more information: 

http://en.wikipedia.org/wiki/Certificate_authority  

http://en.wikipedia.org/wiki/Openssl  

Network Address Translation 
To configure a NAT entry to port 443 on the Raspberry PI you will need add an entry to your NAT as 

shown in the example below. The IP address of the Raspberry PI in this example is 192.168.2.70.  

This is a so called private address and cannot be routed across the Internet thus the need for NAT. In 

this example the public IP address of our router is 66.155.122.88.  

Public IP Address Outside port Inside IP address Inside Port 

66.155.122.88 443 192.168.2.70 443 

 
To access the Garage Controller Web pages enter https://<public IP> where <public_IP> is the public 
IP address of your router (66.155.122.88 in this example).  
 
To increase security you can use a different outside port number for example 4443.  

Public IP Address Outside port Inside IP address Inside Port 

66.155.122.88 4443 192.168.2.70 443 

However you must now also specify port 4443 in the URL for example:  
https://66.155.122.88:4443/  
 
This is the most secure method. A hacker who wishes to access the controller must now know not 
only your public IP address but the port being used as well. They of course must also know the 
username and password that you have set up with the htpasswd command. 
 

http://en.wikipedia.org/wiki/Certificate_authority
http://en.wikipedia.org/wiki/Openssl
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NOTE: NO INTERNET ACCESS IS 100% SECURE SO THERE IS ALWAYS A RISK, NO MATTER HOW 
SMALL, THAT SOMEONE CAN ACCESS THE GARAGE CONTROLLER. IF THIS RISK IS UNACCEPTABLE DO 
NOT CONFIGURE ACCESS OVER THE INTERNET. YOU PROVIDE INTERNET ACCESS AT YOUR OWN RISK. 
THE AUTHOR TAKES NO RESPONSIBILITY FOR ANY LOSS OR DAMAGE – PLEASE SEE DISCLAIMER ON 
PAGE 34. 
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Internet Security 

 

This is a section that probably will not concern 
most people as their Raspberry Pi is not exposed 
to the internet.  However with more and more 
cases of such devices such as web cams and 
other Internet connected devices being hack by 
unscrupulous hackers, Internet Security is an 
aspect of home computing that must be taken 
seriously.  These incursions can be used to 
mount Phishing (harvesting bank details etc.) or 
Distributed Denial of Service attacks (DDOS) on 
the wider community as a whole. More and 
more Internet providers are choosing to block 
compromised user’s systems from access to the 
Internet until the infection is removed. 

Some golden Internet Security rules 
 

 

Always change the user pi password from the system installation 
default.  When installed the password for user pi is ‘raspberry’. It 
will be the first password that will be attempted by a hacker.  The 
password can easily be changed using the raspi-config program 
The user pi is very dangerous if hacked as with the command sudo 
bash the hacker then has user root privileges and can do anything 
they want including installing Phishing or DDOS software.  Don’t 
give them the chance! 

  

 

Never ever use insecure protocols/programs such as Telnet , Rexec 
or FTP across the Internet.  The problem with all such programs is 
that the login username and password are un-encrypted and can 
be discovered by a hacker using eavesdropping software.  The use 
of such software to access the Raspberry Pi will attract hackers like 
flies around a honey-pot.  

  

 

If access to the Raspberry Pi across a network is required (for 
example a headless RPi) then use Secure Shell (SSH) for terminal 
access and Secure Copy (SCP) for file transfer.  On the latest 
releases of Raspbian Jessie SSH is disabled for security reasons.  
How to enable this is shown in the following blog: 
https://www.raspberrypi.org/blog/a-security-update-for-raspbian-
pixel/  For extra security use SSH keys (explained later) 

  

 

Install firewall software such as fail2ban. The Raspbian Jessie 
operating system has a firewall called iptables which can be 
configured to block or allow access to specific ports from a specific 
IP address or range. The fail2ban software is an enhancement to 
iptables which monitors certain ports for hacking attempts and 
adds a blocking rule to the iptables configuration.   More on this 
later. The fail2ban software is a good defence against so-called 
brute-force dictionary attacks.  

https://www.raspberrypi.org/blog/a-security-update-for-raspbian-pixel/
https://www.raspberrypi.org/blog/a-security-update-for-raspbian-pixel/
http://2.bp.blogspot.com/-HjmDs7Xh350/VLF-nMgrREI/AAAAAAAAAgs/l_nCq0frA9Y/s1600/internet-security-identity-theft-prevention.jpg
http://www.freeiconspng.com/free-images/forgot-password-icon-18346
http://2.bp.blogspot.com/-FiTqThXstks/VSEAt1qoLII/AAAAAAAAJT0/eM1DQ5RRQAs/s1600/telnet.png
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SSH keys installation 

Raspberry Pi ssh keys 

If using SSH across the Internet, changing the password for user pi will afford some limited 
protection. However a hacker can still access the system with SSH and try to log in as user pi. They 
can still try (often using software) to try and guess the software. By using SSH keys a greater level of 
protection is afforded as person logging in must be in possession of the SSH keys. 
 
Log in as user pi and then run the ssh-keygen program. Just press enter when asked any questions.  

$ ssh-keygen -t rsa -C “raspberrypi” 

Generating public/private rsa key pair. 

Enter file in which to save the key (/home/pi/.ssh/id_rsa): 

Created directory '/home/pi/.ssh'. 

Enter passphrase (empty for no passphrase): 

Enter same passphrase again: 

Your identification has been saved in /home/pi/.ssh/id_rsa. 

Your public key has been saved in /home/pi/.ssh/id_rsa.pub. 

The key fingerprint is: 

c0:54:96:d9:2d:a5:d0:d0:7c:68:91:8a:5f:e2:a5:9d pi@pixelpi 

The key's randomart image is: 

+---[RSA 2048]----+ 

|      ..=O.*.    | 

|     o .o.X.o    | 

|      o. o.o     | 

|      ..o o      | 

|       oS* .     | 

|        + E      | 

|                 | 

|                 | 

|                 | 

+-----------------+ 

 
Two keys are generated, one public and one private in the .ssh directory. The key id_rsa.pub is the 
public key. The id_rsa file is the private key. 

$ ls -la .ssh/ 

total 16 

drwx------  2 pi pi 4096 Feb 16 12:40 . 

drwxr-xr-x 19 pi pi 4096 Feb 16 12:40 .. 

-rw-------  1 pi pi 1675 Feb 16 12:40 id_rsa 

-rw-r--r--  1 pi pi  392 Feb 16 12:40 id_rsa.pub 

Generate a client key  
It is also necessary to generate SSH keys on Typically Putty and Bitvise are a very popular choice for 
SSH clients.  There is already so much documentation on the Internet on how to generate SSH keys 
for both Putty and Bitvise that it is not repeated here.  Search the Internet for instructions. 

Add client public key to Raspberry Pi authorised keys 
On the Raspberry Pi create or edit the /home/pi/.ssh/authorized_keys.  

$ cd /home/pi/.ssh/ 

$ vi authorized_keys 

 
Paste or copy the Public key created on the PC to the  authorized_keys file.  (Some output in the 
following text omitted). 
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ssh-rsa 

AAAAB3NzaC1yc2EAAAABJQAAAQEAuX+NEQoQECPN2d+Lu+qL2exMT/ICYbrNax6DVWBtKGzTxFOb

: 

LeiaFbI3tWyi+ZPXg8Swhr1OaPN6l2E/fnAQPbGl2S+YMtcIXknNiwVGL8RB3D8N/Q== rsa-

key-20170216 

 
Finally connect to the Raspberry Pi from the PC client using the publickey method.  If this works OK 
disable password login method.  Edit vi /etc/ssh/sshd_config  and disable PAM and Password 
authentication. 

PasswordAuthentication no  

: 

UsePAM no 

Firewall set-up 
Linux has a firewall facility built-in to the kernel called iptables.  Rules may be added to iptables to 
allow or deny access to system services as required. However iptables is static and has to be 
configured with any new rules. The fail2ban program enhances iptables by dynamically adding rules 
as required. For example if a hacker attempts five unsuccessful  logins using SSH then fail2ban blocks 
that IP address from connecting to the SSH port by adding a blocking rule to iptables.  The following 
commands install and enable fail2ban.  
 

$ sudo apt-get install fail2ban 

$ sudo systemctl enable fail2ban 

 
Below is an example of a blocked host (195.22.126.242)  

$ sudo iptables -L 

Chain INPUT (policy ACCEPT) 

: 

Chain FORWARD (policy ACCEPT) 

: 

Chain OUTPUT (policy ACCEPT) 

: 

Chain fail2ban-ssh (2 references) 

target    prot opt source         destination 

REJECT    all  --  195.22.126.242 anywhere reject-with icmp-port-unreachable 

 
However rules added by fail2ban will be lost if the Raspberry Pi is rebooted. An additional package 
called  iptables-persistent can be added so that rules added by fail2ban can be made permanent. 
The following command allows installation. 

$ sudo apt-get install iptables-persistent 

The following command can be used to make the iptables rules persistent after a reboot. Run the 
following command before rebooting. 

$ iptables-save 

Search the internet for more information on iptables and fail2ban.  
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Technical support 
 

Technical support is on a voluntary basis by e-mail only at bob@bobrathbone.com. Before asking for 

support, please first run the /usr/bin/test_relay.py program.  I will always respond to e-mails 

requesting help and will never ignore them. I only ask that you do the same (i.e.  Did my suggestions 

help or not?). Be sure to provide the following information: 

 Which version are you running? 

 A clear description of the fault. 

 What you have already done to locate the problem? 

 Did you run the test program? 

 Did you vary from the procedure in the manual or add any other software? 

 Include the /var/log/ggpiod.log file (if relevant) with the email. 

Please note that support for general Raspberry PI problems is not provided. Only issues relating to 

the Garage Door software will be investigated.  

For general Raspberry PI support see the following site: 
http://www.raspberrypi.org/forums/  
  

mailto:bob@bobrathbone.com
http://www.raspberrypi.org/forums/
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Appendix A Licences 
The software and documentation for this project is released under the GNU General Public Licence. 

The GNU General Public License (GNU GPL or GPL) is the most widely used free software license, 

which guarantees end users (individuals, organizations, companies) the freedoms to use, study, 

share (copy), and modify the software. Software that ensures that these rights are retained is called 

free software. The license was originally written by Richard Stallman of the Free Software 

Foundation (FSF) for the GNU project. 

The GPL grants the recipients of a computer program the rights of the Free Software Definition and 

uses copyleft to ensure the freedoms are preserved whenever the work is distributed, even when 

the work is changed or added to. The GPL is a copyleft license, which means that derived works can 

only be distributed under the same license terms. This is in distinction to permissive free software 

licenses, of which the BSD licenses are the standard examples. GPL was the first copyleft license for 

general use. 

See http://www.gnu.org/licenses  for further information on the GNU General Public License. 

The licences for the source and documentation for this project are: 
GNU General Public License.   See http://www.gnu.org/licenses/gpl.html  
GNU AFFERO General Public License.  See http://www.gnu.org/licenses/agpl.html  
GNU Free Documentation License.  See http://www.gnu.org/licenses/fdl.html  
 

Disclaimer 
THIS SOFTWARE AND DOCUMENTATION IS PROVIDED BY THE COPYRIGHT HOLDERS AND 
CONTRIBUTORS 'AS IS' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED 
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE 
ARE DISCLAIMED.  IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BELIABLE FOR 
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF 
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE OR DOCUMENTATION, 
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 
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Glossary 
 

GPIO General Purpose IO (On the Raspberry PI) 

HTTP Hypertext Transport Protocol (Not secure) 

HTTPS Hypertext Transport Protocol Secure 

JPEG Joint Photographic Experts Group – Digital media compression standard 

NAT Network Address Translation 

NPN Negative-Positive-Negative Transistor 

SSL Secure Socket Layer 

 


